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1 Resources	  Overview	  
JobSub	  REST	  interface	  allows	  for	  following	  actions	  using	  JSON	  objects	  –	  

• Querying	  configured	  accounting	  groups	  
• Querying	  authorized	  users	  	  
• Submitting	  and	  querying	  JobSub	  jobs	  

	  	  
Name	   Description	  
Accounting	  Groups	   Describes	  configured	  accounting	  groups	  and	  it’s	  settings	  
Jobs	   Described	  a	  JobSub	  job	  
Users	   Describes	  authorized	  users	  

1.1 Help:	  Usage	  instructions	  
Though	   “help”	   is	   not	   an	   actual	   resource,	   interface	   for	   providing	   accounting	   group	  
specific	  help	  is	  documented	  in	  one	  of	  the	  sections.	  	  
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2 Accounting	  Groups	  

2.1 Data	  Types	  

2.1.1 Object	  Description	  
NAME	   acctgroups	  
DESCRIPTION	   Provides	  information	  about	  an	  accounting	  group	  

2.1.2 Keys	  
Name	   Type	   Mandatory	   Description	  
id	   String	   Yes	   Unique	  identifier	  for	  an	  accounting	  group	  
name	   String	   Yes	   Name	  of	  the	  accounting	  group	  

2.2 Messaging	  
	  

2.2.1 Query	  list	  of	  accounting	  groups	  
URL	   /jobsub/	  acctgroups	  
Description	   Returns	   list	   of	   supported	   accounting	   groups.	   URL	   supports	   a	   list	   of	   URL	  

parameters	   to	   filter	   the	   results.	   If	   no	   URL	   parameters	   are	   provided	   all	  
accounting	  groups	  are	  returned.	  

HTTP	  Method	   GET	  
URL	  Parameters	   	  
Return	  Type	   application/json	  
Return	  Object	   { 

    acctgroups: array of <acctgroup> object that match 
                the query 
} 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
500:	  Internal	  server	  error	  

	  

2.2.2 Query	  a	  single	  accounting	  group	  
URL	   /jobsub/acctgroups/<id>	  
Description	   Returns	  a	  single	  accounting	  with	  given	  id.	  
HTTP	  Method	   GET	  
URL	  Parameters	   None	  
Return	  Type	   application/json	  
Return	  Object	   <acctgroup> object 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
404:	  Accounting	  group	  not	  found	  
500:	  Internal	  server	  error	  
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3 Jobs	  

3.1 Data	  Types	  

3.1.1 Object	  Description	  
NAME	   job	  
DESCRIPTION	   Provides	  information	  about	  a	  job	  

3.1.2 Keys	  
Name	   Type	   Mandatory	   Description	  
id	   String	   Yes	   Unique	  identifier	  for	  a	  job	  
name	   String	   Yes	   Name	  of	  the	  job	  

3.2 Messaging	  
	  

3.2.1 Query	  list	  of	  jobs	  
URL	   /jobsub/acctgroups/<group_id>/jobs	  
Description	   Returns	   list	   of	   jobs	   submitted	   for	   given	   accounting	   group.	  URL	   supports	   a	  

list	   of	   URL	   parameters	   to	   filter	   the	   results.	   If	   no	   URL	   parameters	   are	  
provided	  all	  accounting	  groups	  are	  returned.	  

HTTP	  Method	   GET	  
URL	  Parameters	   	  
Return	  Type	   application/json	  
Return	  Object	   { 

    jobs: array of <job> object that match the query 
} 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
500:	  Internal	  server	  error	  

	  

3.2.2 Query	  a	  single	  job	  
URL	   /jobsub/acctgroups/<group_id>/jobs/<job_id>	  
Description	   Returns	   a	   single	   job	   with	   given	   job_id	   for	   the	   accounting	   group	   with	  

group_id	  
HTTP	  Method	   GET	  
URL	  Parameters	   None	  
Return	  Type	   application/json	  
Return	  Object	   <job> object 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
404:	  Not	  found	  
500:	  Internal	  server	  error	  

	  

3.2.3 Create/Submit	  a	  new	  job	  
URL	   /jobsub/	  acctgroups	  /<group_id>/jobs/<job_id>	  
Description	   Creates	  a	  new	  job	  type	  resource	  
HTTP	  Method	   POST	  
URL	  Parameters	   None	  
Request	  Type	   application/json	  
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Request	  Object	   <job> object with id undefined	  
Return	  Type	   application/json	  
Return	  Object	   { 

    id: required, string, containing ID of the created 
        object 
} 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
404:	  Not	  found	  
500:	  Internal	  server	  error	  

	  

3.2.4 Delete	  existing	  job	  
URL	   /jobsub/acctgroups/<group_id>/jobs/<job_id>	  
Description	   Removes	  a	  job	  type	  resource	  
HTTP	  Method	   DELETE	  
URL	  Parameters	   None	  
Request	  Object	   None	  
Return	  Type	   application/json	  
Return	  Object	   Deleted <job> object 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
404:	  Not	  found	  
500:	  Internal	  server	  error	  
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4 Users	  

4.1 Data	  Types	  

4.1.1 Object	  Description	  
NAME	   user	  
DESCRIPTION	   Provides	  information	  about	  a	  user	  

4.1.2 Keys	  
Name	   Type	   Mandatory	   Description	  
id	   String	   Yes	   Unique	  identifier	  for	  a	  user	  
name	   String	   Yes	   Name	  of	  the	  user	  

4.2 Messaging	  
	  

4.2.1 Query	  list	  of	  users	  
URL	   /jobsub/users	  
Description	   Returns	   list	   of	   authorized	  users.	  URL	   supports	   a	   list	   of	  URL	  parameters	   to	  

filter	  the	  results.	  If	  no	  URL	  parameters	  are	  provided	  all	  users	  are	  returned.	  
HTTP	  Method	   GET	  
URL	  Parameters	   	  
Return	  Type	   application/json	  
Return	  Object	   { 

    users: array of <user> object that match the query 
} 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
500:	  Internal	  server	  error	  

	  

4.2.2 Query	  a	  single	  user	  
URL	   /jobsub/users/<user_id>	  
Description	   Returns	  a	  single	  user	  with	  given	  id.	  
HTTP	  Method	   GET	  
URL	  Parameters	   None	  
Return	  Type	   application/json	  
Return	  Object	   <user> object 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
404:	  Not	  found	  
500:	  Internal	  server	  error	  

	  

4.2.3 Query	  all	  jobs	  submitted	  by	  a	  single	  user	  
URL	   /jobsub/users/<user_id>/jobs	  
Description	   Returns	  list	  of	  all	  jobs	  that	  were	  submitted	  by	  the	  user	  with	  given	  id.	  
HTTP	  Method	   GET	  
URL	  Parameters	   None	  
Return	  Type	   application/json	  
Return	  Object	   { 

    jobs: array of <job> object that match the query 
} 
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HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
404:	  Not	  found	  
500:	  Internal	  server	  error	  

	  

	  
	   	  



Fermi	  National	  Accelerator	  Laboratory	  
Scientific	  Computing	  Division	  

Project:	  JobSub	  
API	  Design	  Documentation	  

	  

Version:	  0.3	   Last	  modified:	  December	  02,	  2013	   Page	  9	  of	  11	  
	  

5 Help	  

5.1 Data	  Types	  

5.1.1 Object	  Description	  
NAME	   help	  
DESCRIPTION	   Provides	  usage	  help	  for	  the	  accounting	  group.	  This	  is	  not	  a	  real	  

resource	  but	  is	  only	  for	  instructional	  purposes.	  

5.1.2 Keys	  
NONE	  

5.2 Messaging	  
	  

5.2.1 Provide	  help	  for	  an	  accounting	  group	  
URL	   /jobsub/acctgroups/<group_id>/help	  
Description	   Returns	  help/usage	  instructions	  for	  the	  configured	  accounting	  group.	  
HTTP	  Method	   GET	  
URL	  Parameters	   	  
Return	  Type	   application/json	  
Return	  Object	   { 

    help: Help message/information 
} 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
500:	  Internal	  server	  error	  
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6 Output	  Sandbox	  

6.1 Data	  Types	  

6.1.1 Object	  Description	  
NAME	   outbox	  
DESCRIPTION	   Provides	  information/access	  to	  the	  output	  sandbox.	  

6.1.2 Keys	  
NONE	  

6.2 Messaging	  
	  

6.2.1 Provide	  compressed	  output	  sandbox	  for	  a	  given	  job	  
URL	   /jobsub/acctgroups/<group_id>/users/<user_id>/outboxes/<job_id>	  
Description	   Provide	  access	  to	  the	  output	  sandbox	  for	  a	  given	  job	  
HTTP	  Method	   GET	  
URL	  Parameters	   	  
Return	  Type	   application/json	  
Return	  Object	   { 

    outbox: Compressed output sandbox of the job 
} 

HTTP	  Error	  Codes	   200:	  Success	  
401:	  Request	  denied	  because	  user	  is	  not	  authorized	  to	  perform	  the	  action	  
500:	  Internal	  server	  error	  
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7 Revision	  History	  
Version	   Date	   Author	   Comments	  
V0.1	   08/26/2013	   Parag	  Mhashilkar	   Initial	  draft	  of	  the	  API	  
V0.2	   11/19/2013	   Parag	  Mhashilkar	   Changed	  references	  for	  experiments	  to	  accounting	  

groups	  
Added	  interface	  for	  providing	  group	  specific	  help	  

V0.3	   12/02/2013	   Parag	  Mhashilkar	   Added	  interface	  for	  accessing	  output	  sandbox	  
Fixed	  the	  help	  message	  return	  object	  

	  


